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Purpose

The primary reason the Village of Galena is engaging in disaster recovery and business resumption planning is to ensure the ability of the organization to function effectively in the event of a severe disruption to normal operations.  Severe disruptions can arise in several ways including natural disasters (lightning, tornadoes, fire, etc.), equipment failures, process failures, or even from malicious acts (such as network intrusion, viruses, and other invasive attacks).  

While we may not be able to prevent any of these from occurring, planning for the worst enables the organization to resume essential operations more rapidly than if no plan existed.  With disaster recovery planning, we are focusing on the set of actions we must take to restore service and operations in the event that a significant loss has occurred.  
Our plan does not strictly focus efforts and planning on each type disaster but it looks to plan for commonalities between the outcomes of the disaster such as a loss of information, personnel, equipment, and access to information and facilities.  Our plan will specify the set of actions to be performed for each activity in the event of any of these disruptions occur in order for the organization to resume doing business in a minimal amount of time.

Goals

There are three goals for this Disaster Recovery Plan:

1. Limit or reduce the potential for injuries or loss of human life, any damage to the facility, or loss of records and assets.  Steps to take:

· Lower any type of disruptions that may adversely influence Village services
· Lower financial losses if any.

· Get operations back online in a timely manner.
· Limit liability against any claims that are filed.
2. Take immediate steps to put our plan into effect and beginning the recovery process.

3. Implement the procedures in the plan and prioritize our efforts as such:

· Employees: people come first.  They are our first concern in a time of emergency.

· Residents/Customers: be sure to make a customer comfortable with what we are doing to be ready for any inconvenience.
· Facilities: Secure the facilities.

· Assets: conduct an assessment and decide what resources we have and which ones are still at risk.

· Records: Document everything that happens and videotape the proceedings for protection from liability.

Objectives

Our primary objective is to maintain, resume, and recover key business resources once an interruption of business functions has occurred.  The business continuity plan does not focus entirely upon technical resources, but will also consider the underlying business processes affected by government disruption due to disaster and system failure.

The business continuity plan shall consider each of the following areas:

· Business Impact Analysis

· Risk Assessment

· Risk Management

· Risk Monitoring
   
The plan emphasizes the organizational business processes as well as technology resources in the event of disruption and will endeavor to regain these business processes in a timely manner in order to minimize financial or service loss to the organization.

Upon finalization, the business continuity plan will be updated on an annual schedule, making the appropriate changes necessary to ensure a sound disaster recovery plan.  The business continuity planning team shall be charged with the maintenance and testing of this plan.

Organizational Overview


The organizational goals of the Village of Galena are to provide quality services to our constituents.  Emergency calls for service and maintaining key public utilities and infrastructure services is our primary goal.    The Village will endeavor to maintain critical services in the event of disaster.

The Village of Galena maintains services to a population of approximately eight hundred residents.  Aside from our public services, the Village also maintains a full-service public utilities department providing sanitary sewer services.  


The major business functions are:

· Sewer Treatment
· Structured Municipal Government 
· Street Maintenance
· Storm Water Maintenance

· Park Services.

The mission of the Village of Galena’s Administrative Team is to support government business objectives by providing timely access to computing and telecommunications services.  In a disaster situation, its mission is to support the government disaster recovery.
Risk and Security Assessments

Risks
The Village of Galena government entities are located throughout the Village but the primary business functions are at the Galena Village Hall, 109 Harrison St.; the Maintenance Building, 170 Harrison St.; and, the Wastewater Treatment Plant, 188 Harrison St., with some storage at 44 Holmes St.  

Risks to Government Assets

After conducting an in-depth business impact analysis, the following is a list of the most likely risks to government assets, they are:

· Power Outage

· Fire

· Flood

· Acts of Nature (tornado, lightning, etc.) 

· Sabotage

· Acts of Terrorism
· Network Intrusion

· Computer Virus

· Employee Action.
Many different scenarios may be identified as disasters; from the loss of a file server to the total devastation of a government facility.  


In the event of government Information Systems disruption, the Village of Galena must take all appropriate measures to regain functionality in key business areas.  


Chief among the potential risks to government resources is the threat of employee actions, both intentional and accidental.  The primary risks associated with employee use of government network resources are: “instant messaging, peer-to-peer applications, spyware and malicious mobile code, employee hacking, destruction, theft, and streaming media.”  A common flaw in assessing government risks is the emphasis upon outside risks.  It is important to note that “there are significant emerging threats to security that are not being introduced from external, unknown sources, but from employees themselves.  It’s critical that organizations acknowledge these ‘inside-out’ risks.”
Security Risks

Security risks come in many forms. The major of security risks identified are around the following: 
· Employee Sabotage, 
· External Attacks/Hacking/Virus Threats, 
· Equipment Failure or Destruction,

· Financial Theft, 
· Identity Theft, and 
· Content Management. 

The Village of Galena has implemented firewall(s). The Village of Galena also maintains a virus scanning process on all incoming traffic and attachments.  To date we have not experienced any monetary loss associated with such an attack. Current impact estimates are minimal with our current control processes in place.  
To mitigate risks, the Village keeps blank checks locked in a safe behind a locked door.  Personnel files are maintained in a locked cabinet and personal information is maintained by the Fiscal Officer.  All are cross shredded for disposal.  Electronic documents, pictures, and emails are backed up to an external drive on a daily basis.  Backup files are taken off-site as well. Email is scanned immediately and computer systems are thoroughly scanned for viruses on a weekly basis.  Public records go through a Records Commission review for retention and disposal according to Village and state policies and laws. 
Disaster Response and Recovery Teams 
Chain of Command

The chain of command for the Village for decision making shall be: 

1. the Mayor, 

2. President of Council, 
3. Village Administrator, 

4. Each Member of Council in order of their seniority starting with longest serving Member of Council first through the entire Council.

Administrative Team


Members of the staff serving as the Village Disaster Response and Recovery Administrative Team shall include, in order of authority: 

1. the Mayor, 

2. Village Administrator,

3. Zoning Inspector/Floodplain Administrator/Property Maintenance Inspector, 

4. Fiscal Officer,

5. Maintenance Supervisor,

6. Assistant Fiscal Officer, and 
7. Assistant Code Compliance Employee.
When Disaster Strikes

Pre-Disaster Responsibilities


The Administrative Team shall conduct an annual evaluation of the disaster recovery plan.  Each staff member needs to thoroughly understand his/her responsibilities in the event of a disaster and that he/she understands the procedures contained within the disaster recovery plan.
Disaster Plan Documents

Copies of the Disaster Plan shall be updated annually at the Council Organizational Meeting.  The following people shall maintain copies of the plan, including an emergency contacts list.  Passwords lists will be kept by the Village Administrator, Mayor and Fiscal Officer. 

1. Village Administrator (Village Hall (physical and electronic copies) and at home (physical and electronic copies)), 

2. Mayor (Village Hall (physical and electronic copies) and at home (physical and electronic copies)),

3. Fiscal Officer (Village Hall (physical and electronic copies) and at home (physical and electronic copies)), 

4. Maintenance Supervisor (Maintenance Building and at home), 

5. each Council member (at home),

6. Village Solicitor, and 

7. Off-site copy at the Village of Sunbury Offices.
Disaster Steps

In the event of a disaster, the following steps will be taken as the immediate response:

1) The Administrative Team shall engage a damage assessment and review around the overall disaster. This assessment shall be conducted as follows:

a) Must be completed within 2-4 Hours.

b) Must include recommendations on course of action.

2) The Administrative Team meets to review the assessment and to execute the following:

a) Formal assignment of all critical roles to specific staff.
b) Establish means and frequency of communication.
c)       Formal communication to Village Council on actions.

d) Commencement of Disaster Recovery Program

3) Staff responds and completes the overall Disaster Recovery Program.

a) IT Systems and Networks established

b) Business Operations Restored
c)       Health and Human Safety Issues Corrected

d) Internal and External Communications Controlled

e) Post-Mortem of disaster response to determine the following:
I. Cause of Disaster

II. Response Effectiveness

III. Documentation of Issues and Actions.

4) The Administrative Team Final Meeting

a) Review Response Results

b) Review Actions and Recommendations

c)       Formalize Recommendations into Revised Disaster and Recovery Plan 
Disaster Responsibilities


During a declared disaster, staff shall perform the following tasks:

· Dispatch appropriate team personnel

· Review damage reports and implement the appropriate Plan

· Execute final alert/declaration based on severity

· Establish command center

· Provide for well-being of staff
· Provide overall leadership 

· Set up reasonable work/rest schedule for personnel

· Review and oversee any facilities renovation and reconstruction

· Notify administrative level management of status
Activation of a Designated Hot Site


Declaring a disaster, which implies recovery at the Hot Site, can be costly for the Village due to travel and remote operation requirements.  Remote operation can also be difficult for personnel.  Because of the potential variables of an interruption, including the time to repair and/or replace Village facilities and infrastructure, management must be prepared to make a “Go” or “No Go” disaster declaration decision in a timely manner.
· Business Alternate Location:  Once a disaster has been declared, vital government functions shall be moved to an appropriate offsite location.  The offsite location shall be fully equipped with the appropriate computer and telecommunications infrastructure to sustain limited government functions.  The alternate location shall be 
· The Journey Fellowship located at 70 North Walnut Street, Galena, Ohio  43021.
· Village-Wide Disaster:  For a Village-wide disaster, the alternate location shall be the 
· Village of Sunbury Municipal Offices located at 9 East Granville Street, Sunbury, Ohio  43074.
Communicating During a Disaster


In the event of a government disaster, the designated public information officer shall advise the media that the Village government has experienced damage to, or an outage in, its offices, and that the Village officials are evaluating the extent of the damage and the probable cause.  Additional information will be provided as soon as details are made available.


If it is known that any Village personnel have been injured, this information shall also be included in the preliminary announcement provided that the next of kin have been notified. 

As part of the initial assessment and response phase, the Village will utilize its Emergency Contacts list of names and numbers.

From the above response plan, it is evident that the core response and recovery processes revolve around a formal process of notification and communication control. These areas are critical for the proper disaster response and the engagement of the staff. Also, the need for control on communications is critical during a time of emergency, for the sake of impacted employees, constituents, and overall government operations. 

The following communication and notification principles will be followed in all phases of the disaster response:

1) Common Source – All information needs to come from a central source within the organization. This source needs to be aligned to the actual disaster, the impact on the organization and community and the overall communication plan. This source may be one person, or a group of people but all of them need to be controlled in their activities.
2) Clear and consistent messages – All information must be clear in context and not conflicting with other communications. External and internal communications must not conflict in content, and all must be aligned to the actual disaster response and government directions. 
3) Standard Frequency – The Administrative Team must establish a standard process in which communications are distributed. External and internal communications need to be released in an organized process and designed for the right audience.
4) No Exceptions – The Administrative Team must be vigilant in the overall response program and respond to any communications outside of their control. All employees and representatives of the business need to heed to their control and not partake in any rogue communications around the event. 
Disaster Recovery Strategy

Due to the varying degree of business disruption, the Village of Galena has prepared three Disaster Escalation Plans that relate to a minor, intermediate, or major disruption to government business activity.

Plan One


Plan One is initiated when the interruption is estimated to be less than one day (24 hours).  Due to the limited potential impact to daily business activities, only minor modification to the scheduled work load will be necessary.  
Plan Two

Plan Two is declared once the interruption is estimated to be greater than one day (24 hours) but less than three days (72 hours).  Modifications will be made to the scheduled work load to permit the highest priority areas of concern to be addressed.   
Plan Three


Plan Three will be declared if the perceived interruption to normal business activity is estimated to exceed three days (72 hours) or longer.  Once declared, all immediate and essential computer and communication systems will be recovered at the designated Hot Site.  


Realizing the potential for data loss and the costs associated with enacting the various plans, it is imperative that the Administrative Team complete and present a damage assessment report to the Village Council in a timely manner.  Once submitted, an appropriate plan will be enacted within two hours after receipt of the damage assessment report.
Business Continuity Plan


The purpose of this section is to identify the vital business functions and critical applications that are required for continued operations of the organization following a disaster.
Determine Critical Functions

· Delaware County Sheriff
· Maintaining Civil Order and Safety

· Delaware County Emergency Management Agency

· Assistance with Emergency Management
· BST&G Fire Service
· Fire, Safety, and Emergency Medical Service
· Sewer Maintenance
· Overall maintenance of the public utility
· Street Department
· Road maintenance and general labor open streets for traffic
· American Electric Power

· Restoration of power, critical to sewer utility and safety

· Del-Co Water
· Restoration of water
Determine Essential Functions

· Village Administration
· Day to day government business and communication with residents
· Village Fiscal Officer
· Maintains organizational finances
Determine Necessary Functions
· Century Link and Time Warner
· Restoration of phone services
· RITA Tax
· Applications:  maintains governmental tax records and payment
Post Disaster Responsibilities

Upon resuming normal business operations, staff shall hold a debriefing meeting and overall evaluation of team performance.  Each staff member and Council member shall assess the overall effectiveness of the Disaster Recovery Plan and make appropriate recommendations where necessary.  In the event of oversight, staff shall make appropriate revisions to the existing disaster recovery plan and submit the plan to the Village Administrator for final approval.
Conclusion
No one likes to think about what would happen in the event of a disaster; however, it is a reality that one may occur.  Only through careful planning and proper documentation can the Village government be truly ready in the event a tragedy occurs.  This is all part of the process that an organization goes through to create a disaster recovery and business continuity plan.  The Village of Galena is no exception to this rule.  We must be ready in the event of a disaster to respond and return to business as usual as soon as possible to best serve our residents.  Once the Disaster Recovery Plan is implemented and all components completed, the organization can then begin to get government functioning efficiently again.  

In this plan, we have examined many topics but there is one theme that is prevalent throughout and that is the key to any successful recovery from a disaster ​- careful planning.  This is key to a good plan so staff can work together effectively for the good of the community and ultimately to provide seamless service for the Village of Galena.
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